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INTRODUCTION

Transparency, like sobriety and chastity, is a virtue easy to aspire to but
difficult to practice.' The Administration of President Barack Obama has demon-
strated this hard lesson repeatedly.

This article analyzes two examples of the gap between rhetoric and practice
in transparent governance, Internet freedom and intellectual property negotia-
tions, and argues that the Obama administration’s lack of transparency results
from structural features of the modern executive branch.? This largely explains
the puzzling — and, to Obama supporters, disappointing — similarities between
the current administration and its predecessor under President George W. Bush.?
The lesson is that when a presidential candidate promises to operate transpar-
ently, voters should expect disappointment.

Transparency, of course, is a relative concept.* Descriptively, it is measured
against previous examples, particularly the pattern of prior administrations.
Normatively, transparency must be weighed against competing commitments,
such as to efficiency, national security, or institutional allocation of power.5
Thus, how transparent the federal government ought to be depends on the
balance of virtues transparency promotes, such as reducing corruption and
encouraging participation, relative to the virtues it inhibits.® Also, where a
particular administration rates on that measure is driven significantly by how
other ones have fared.
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The Obama administration seems, overall, to be more transparent than its
immediate predecessor.” Yet, the prevailing sentiment regarding Obama’s track
record is disappointment.® Here, candidate Obama set expectations that Presi-
dent Obama has been unable to fulfill. He campaigned on pledges to increase
transparency in both policymaking and implementation — indeed, one of his first
official announcements was a promise to produce “the most open and transpar-
ent [administration] in history.”® Yet, these pledges have largely been unfulfilled
or simply abandoned."’

By contrast, President George W. Bush placed little weight on transparency
as a goal.'"' Indeed, key figures in the Bush administration, such as Vice
President Richard B. Cheney, were actively hostile to public disclosure and
worked to thwart information sharing.'> For example, Cheney refused to dis-
close the identities of the members of the Administration’s energy task force
(the National Energy Policy Development Group) even after being sued under
the Freedom of Information Act by Judicial Watch and the Sierra Club."?

Ironically, the Bush administration’s posture should have redounded to Presi-
dent Obama’s benefit, since even a moderate level of transparency would appear
significant by comparison. Yet, the Administration’s transparency troubles are
not only due to the gap between soaring rhetoric and pedestrian practice.'
Rather, the government has deliberately chosen to block public participation in,
and scrutiny of, its policymaking in several areas. This article concentrates on
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two: Internet freedom and IP negotiations.'> While both areas present important
policy questions, they are helpfully peripheral. If the Obama administration will
not open its books on topics that are relatively low-stakes and nonpartisan, it is
not likely to do so on weightier matters. Information law issues are thus a
weathervane for transparency: they demonstrate that, while President Obama’s
administration claims the mantle of transparency, its actions point towards
opacity. This is chutzpah.

I. INTERNET FREEDOM

Internet freedom is one of the areas in which the Obama administration’s
rhetoric clashes with its practices. President Obama emphasized information
technology policy during his campaign, and his presidency began with a firm
commitment to open Internet communication, both in the United States and
abroad.'® Domestically, the Federal Communications Commission (FCC), under
Chairman Julius Genachowski, implemented network neutrality regulations
designed to prevent Internet service providers (ISPs) from discriminating against
content on their networks based on origin, destination, or application type.'’
The FCC attempted to implement these rules initially via an order enjoining
Comcast Corporation from slowing peer-to-peer traffic on its network.'® Even
after the U.S. Court of Appeals for the District of Columbia Circuit voided the
order, ruling that the FCC lacked ancillary authority over the practices, the
Commission persisted.'® The FCC issued rules codifying three principles — trans-
parency, a ban on blocking lawful traffic, and a ban on unreasonable discrimina-
tion — and defending its statutory authority for this action.?® Initially, President
Obama’s government both enshrined transparency as a touchstone of Internet
policy and moved to implement the principle through regulation, even in the
teeth of determined industry opposition.*’

Similarly, Secretary of State Hillary Clinton made Internet freedom a core
theme of the Administration’s international agenda.>> She delivered two major
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speeches on the topic —one in January 2010** and another in February
2011** — and paid homage to the role of Internet communication, including
social media, in the Arab Spring revolutions of 2011.>> Agencies such as the
State Department and the Department of Defense have sought to translate this
commitment into action. The State Department funds the New America Founda-
tion’s Commotion Wireless Project, which seeks to offer activists “Internet in a
suitcase” technology, designed to help users bypass restrictions by forming ad
hoc wireless networks.”® Additionally, the State Department awarded $1.5
million to the Global Internet Freedom Consortium, which helps develop the
FreeGate and UltraSurf circumvention tools that bypass online censorship.”’
The U.S. Navy designed®® and patented® the first generation Onion Router,
which has been developed into the TOR networking tool.>® TOR uses a series of
encrypted connections to hide traffic, including origin and destination, from
network monitors.

The Administration’s commitment to Internet freedom, however, is belied by
its extensive efforts to control and interdict online content, both within the
United States and abroad.”’ Most prominently, the Department of Homeland
Security and the Deparrtment of Justice have worked in concert to seize over
750 domain names of sites they believe offer unlawful content — primarily,
material that infringes U.S. copyright law.”> Some of these sites are plainly
illegal,> while others, such as the Spanish website, Rojadirecta, have been
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judged to be operating lawfully by their domestic courts.’® Furthermore, and
critically, the government has repeatedly obfuscated and impeded efforts by
website owners to challenge the seizures of their domain names. For example,
Stanford law professor Mark Lemley, who works for Durie Tangri, the firm that
represents Rojadirecta, had difficulty determining who in the federal govern-
ment to contact regarding the seizure.”” Federal officials repeatedly evaded his
attempts to negotiate.’® After eighteen months of litigation, federal prosecutors
dropped their efforts to maintain the seizure without explanation.’”

Similarly, when the government seized the domain name for the hip-hop
blog, Dajazl, the site’s attorney sought to secure its release.’® The federal
government refused to provide the attorney with copies of the seizure docu-
ments, refused to notify him of requests for extensions of the statutory deadline
for commencing forfeiture proceedings, and filed extensions under seal.”> When
the government was finally forced to address the merits of the seizure, it simply
dropped the case — after keeping Dajaz1 offline for a year.*® The Obama admin-
istration is not only engaged in straightforward Internet censorship, it also wants
that censorship to be as opaque and impervious to challenge as possible.*'

Beyond direct measures such as domain name seizures, the federal govern-
ment has used indirect means to interdict disfavored on-line information. The
Obama administration deployed a set of formal and informal pressures against
the WikilLeaks website after it published sensitive materials related to the
conflicts in Iraq and Afghanistan, American diplomacy, and U.S. foreign policy.**
Formally, the government convened a grand jury to consider indictments against
contributors to the site, such as WikilLeaks founder, Julian Assange.43 Infor-
mally, State Department legal advisor Harold Hongju Koh sent a letter to
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Wikileaks accusing the site of violating the Espionage Act by distributing the
materials.** The Administration also sent threatening warnings to federal employ-
ees and college students, advising them that viewing materials from WikiLeaks
could result in termination (for employees) or the loss of job prospects (for
students).*> These efforts are notable in light of both the minimal deleterious
consequences of the WikiLLeaks documents — Secretary of Defense Robert Gates
dismissed their effects on American national security*® —and also the lack of
sanctions targeted at established media outlets, such as The New York Times,
that also participated in distributing information.*” The Obama administration
does not trifle with formal legal constraints in seeking to drive information
offline.

Lastly, on the domestic front, the Administration has pressured U.S. ISPs to
agree to a new copyright enforcement system that is largely designed by content
providers, such as motion picture studios and recorded music distributors.*®
Although U.S. ISPs are shielded from copyright liability for their users’ infring-
ing activities under Title II of the Digital Millennium Copyright Act,* the
Obama administration (along with then-New York State Attorney General An-
drew Cuomo) pressured the providers to engage in voluntary policing of such
infringement,”® allegedly by threatening to push for legislation that would
achieve the same ends, but in a less flexible fashion. The threats are entirely
plausible in light of the Administration’s efforts to pass legislation that would
compel ISPs to retain data for eighteen months after informal negotiations with
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providers failed to produce an agreement for quasi-voluntary data retention.”’ In
both cases, the Administration has sought to create policy through non-public
negotiations with, and pressure on, stakeholders.

In short, while the Obama administration has consistently lauded transpar-
ency in its rhetoric regarding Internet freedom, its actions reveal not only
censorial tendencies, but also efforts to resist and evade scrutiny of them. The
government’s actions are impossible to reconcile with the lofty rhetoric of
Secretary Clinton or the aspirations of candidate Obama.

II. INTELLECTUAL PROPERTY

As with Internet freedom, the Obama administration has strenuously resisted
efforts to gain access to details of its policymaking on intellectual property
(IP).>* This lack of transparency is important for two substantive reasons, in
addition to the perspective it offers on the government’s commitment to open-
ness more generally. First, IP-related industries are critical components of
America’s economy, and they are becoming ever more so.”> These economic
sectors include everything from software, to fashion, to pharmaceuticals. Thus,
IP matters. Second, as scholars such as Jessica Litman and William Patry have
documented, IP policy suffers from significant public choice problems.’* Enti-
ties seeking increased IP protections and enforcement have a concentrated
pecuniary interest in the issue.”®> Moreover, they have accumulated considerable
political power through donations and lobbying.>® Entities that benefit from
more limited protection, or from exceptions to protection such as fair use,
generally have far lower or more diffuse financial stakes in the outcome of
policy debates, and often lack incentives to form lobbying or advocacy organiza-
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(Mar. 2012), available at http://www.whitehouse.gov/sites/default/files/omb/IPEC/ipec_annual_report_
mar2012.pdf.

53. Economics and Statistics Admin. & U.S. Patent and Trademark Office, Intellectual Property and
the U.S. Economy: Industries in Focus vi-vii (Mar. 2012), available at http://www.uspto.gov/news/
publications/IP_Report_March_2012.pdf (stating that IP-intensive industries accounted for 18.8% of
jobs in the American economy, and 34.8% of GDP, in 2010).
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WaRs (2009).
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tions.”” The table is tilted towards greater IP protection. This pattern holds
across time, and across presidential administrations of both political parties. The
Obama administration is no exception.

The Administration’s IP policymaking, however, is notably opaque, as two
examples demonstrate. First, the Administration has taken the lead in negotiat-
ing a new international regime for IP enforcement: the Anti-Counterfeiting
Trade Agreement (ACTA).”® The ACTA would create a multi-lateral legal
framework that sets standards for dealing with IP violations, such as on-line
copyright infringement, counterfeit pharmaceuticals, and goods that infringe
trademarks.> Adoption of the ACTA, and its subsequent transposition into
federal law, would have wide-ranging consequences. The treaty augments exist-
ing criminal provisions in IP law;®® increases border enforcement;®' and imple-
ments a more generous measure of damages for IP violations.®> Negotiations
over the ACTA’s text resulted in significant changes. For example, the treaty
initially envisioned a graduated response system that would have mandated
ISPs to disconnect users accused of multiple instances of copyright infringe-
ment, but that provision was dropped after objections by the European Union
Parliament, among others.®’

The Administration, however, strenuously resisted scrutiny of, or input into,
the negotiations. Indeed, the Office of the U.S. Trade Representative (USTR)
denied a Freedom of Information Act request for copies of the ACTA negotia-
tions and drafts by Knowledge Ecology International. The USTR stated that the
documents were “information that is properly classified in the interest of
national security.”®* Classifying an IP treaty as related to national security
borders on ludicrous; al Qaeda has not gone into the business of selling
counterfeit National Football League jerseys.®” The Administration did, how-
ever, make the text of the draft treaty available to select stakeholders, provided
they signed non-disclosure agreements. This select audience was limited to IP

57. See WiLLIAM M. LANDES & RicHARD A. PosNErR, THE ECONOMIC STRUCTURE OF INTELLECTUAL
ProperTY Law 405-412 (2003).
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policy/economy/i_property/pdfs/actal105_en.pdf.

61. Id, art. 16.

62. Id. art. 9.1.

63. David Kravets, ACTA Backs Away from 3 Strikes, WIRED, Apr. 21, 2010, available at http://
www.wired.com/threatlevel/2010/04/acta-treaty/; Annemarie Bridy, ACTA and the Specter of Gradu-
ated Response, 26 Am. U. INT’L L. Rev. 558 (2011).

64. Letter from Carmen Suro-Bredie to James Love (Mar. 10, 2009), available at http://www.
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rights holders and lobbying organizations, such as the Business Software Alli-
ance, Time Warner, eBay, and Google.®® With the exception of Public Knowl-
edge, organizations that represented IP consumers, or that tended to press for
looser legal regulation of intellectual property, were excluded from the pro-
cess.”’

Moreover, the Obama administration takes the position that the ACTA would
be a “sole executive agreement” that requires approval only from the Presi-
dent.®® This bypass mechanism removes the chance for Congress to debate the
ACTA’s merits, and for interested parties to provide testimony, information, and
perspective on the treaty during those deliberations.®® The notion that the ACTA
is a sole executive agreement is not only dubious constitutionally, as Jack
Goldsmith and Lawrence Lessig have argued, it is problematic from the perspec-
tive of democratic governance theory.”®

Recent negotiations over a similar treaty, the Trans-Pacific Partnership (TPP),
reveal that the lack of transparency displayed with the ACTA is the rule, not the
exception. The TPP is a multilateral trade agreement negotiated among nine
countries and it includes provisions on IP rules.”' The negotiations take place in
secret.”” The text is secret.”” Participation by the public and civil society groups
has been limited to short stakeholder sessions where the negotiators refused to
reveal the text of the proposed agreement or comment on leaked text.”* Even
members of Congress have been refused access to the negotiations.”> As with
the ACTA, the TPP has been roundly criticized for its lack of transparency.’®
Also, as with the ACTA, the Obama administration (via the U.S. Trade Represen-

66. James Love, White House Shares the ACTA Internet Text with 42 Washington Insiders, Under
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tative, Ambassador Ron Kirk) has boasted of its transparency. Ambassador Kirk
stated that he “has conducted the most, active outreach to all stakeholders
relative to the TPP than in any FTA [Free Trade Agreement] previously,” and
that he was “strongly offended by the assertion that our process has been
non-transparent and lacked public participation.””” Kirk lauded the “extraordi-
nary efforts our staff has engaged in relative to drafting our proposed texts for
the TPP.””® Kirk’s response exemplifies the chutzpah this article describes.

In short, the Obama administration has engaged in classic policy laundering:
it is hiding an increase in IP enforcement under the cloak of national security
concerns and avoiding scrutiny of its efforts by casting the ACTA as beyond
congressional ratification.”

Another example of the opacity in the Administration’s IP policy-making
shows that the Administration has effectively outsourced certain policy deci-
sions to IP rights holders, without input from other affected stakeholders. The
USTR recently issued its second Out-Of-Cycle Review of Notorious Markets,
which lists Web sites and physical markets that allegedly engage in or enable IP
infringement.®® While the USTR issued a formal request for submissions for the
list of markets,®' its final elements were drawn heavily from comments from IP
owners, such as the Motion Picture Association of America (MPAA),** and their
trade organizations, such as the International Intellectual Property Alliance.®* As
with the inclusion of Public Knowledge in the ACTA discussions, the USTR’s
solicitation of comments is pretense: the Obama administration pays heed to
content owners first and foremost.

In addition, the Departments of Justice and Homeland Security rely heavily
on MPAA and Recording Industry Association of America (RIAA) allegations
and data when determining which domain names to seize for allegedly enabling
IP infringement.®* The Departments’ documentation, which they submit to
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federal magistrate judges who authorize warrants for the seizures, is drawn
principally from RIAA investigators.®> This system — where the government
restrains Internet communication based on ex parte allegations from parties
with a financial stake in the decision, and where that government then resists
efforts to challenge its findings and decisions — is one with little transparency or
accountability.*®

Intellectual property policy shapes America’s economy in critical ways. Yet,
IP regulation affects more than gross domestic product: it influences cultural
production, communication, and values.®’ Every citizen has a stake in how IP
functions. Yet, the Obama administration has deliberately chosen to exclude all
but a handful of stakeholders from its IP decision-making — and those stakehold-
ers share a common belief in the desirability of stronger and broader enforce-
ment. Thus, the President’s policymaking is biased towards protectionism, and
his efforts to impede scrutiny of his program belie his rhetorical paeans to
transparency.

III. DISAPPOINTMENT

President Obama entered the White House after a campaign based on hope
and change.®® Both premises were naive. The structural features of the modern
American presidency bend all administrations in similar ways.*” Transparency
in particular is impeded by these structural constraints.”® Thus, even if his
intentions were genuine, candidate Obama (along with the rest of the electorate)
should have known that he promised more than he could deliver.

After World War II, with the looming threat of the Soviet Union and
communism, the American executive branch developed in precisely the way
that the country’s founders feared.”’ The Constitution seeks to check the
executive in myriad ways: by limiting its powers,”* by giving the legislature
control over taxation and spending,”® by providing for impeachment,”* and
(later) by limiting the number of consecutive terms to which one person can be
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elected.”® Yet, the presidency has developed into an increasingly powerful and
less fettered office. This larger trend has been enhanced by the complexity of
the administrative state and, of late, by fears of terrorism’s threat to national
security.”®

Additionally, external forces have shaped presidential policy-making. Two
critical forces are the rapid fall in the costs of creating and disseminating
information,”” and the increased political partisanship of the federal govern-
ment.”® The first of these forces —driven by technology, and in particular by
networked computing — is potentially quite helpful for transparency. However,
combined with the second, it has counter intuitively made transparency more
difficult for politicians. In effect, scrutiny of political actions, speech, and
deal-making has increased. Journalists and voters can more easily track their
elected representatives. Increased partisanship means that politicians who are
seen as too moderate, or too willing to entertain compromise with their oppo-
nents, are at risk of not being re-elected (or even re-nominated).”® Politicians
are increasingly wary of taking positions, even during negotiations, that might
harm their election prospects.

In the long run, transparency conduces to accountable government and
sensible policymaking. In the short run, it leads to criticism.'® President
Obama felt this tension acutely during the protracted struggle to enact his health
care reforms, when he shifted from a position of dramatic openness (during his
campaign) to closed-door negotiations (during the final legislative maneuver-
ing).'?" There is a structural asymmetry to the politics of transparency. Costs
accrue quickly. Benefits, by contrast, emerge slowly — possibly too slowly for
electoral benefit and, perhaps, for politicians to be correctly identified with
them.'%* Transparency is thus a promise that appears more attractive during a
political campaign than during the hard reality of governing.
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The President operates under increased scrutiny and greater responsibility for
policymaking than previously. This is true even in areas such as IP rules, which
have historically been the province of the legislature.'® In areas such as IP
policy, where the political choice calculus ensures that pressure tilts heavily
towards greater protection and enforcement, transparency only invites criticism.
The Obama administration’s failings are, first, to recognize this configuration
quickly, and second, to cease pretending to transparency once it had done so.
Naiveté can be forgiven, but in time, it transforms into duplicity. The similari-
ties between the Obama administration and the Bush Administration, in terms of
their transparency regarding policymaking, should not be surprising: both Presi-
dents confronted similar structural realities that press towards inhibiting scru-
tiny.

CONCLUSION

The Obama administration is caught in a contradiction. Its public rhetoric
favoring openness, in areas such as Internet communication and IP policymak-
ing, is controverted by its calculated decision to minimize transparency in
practice for each of these issues. If hypocrisy is the great American sin, then
President Obama has much to repent.

At first, assessing Obama’s transparency through the lens of information law
issues seems parochial — these problems are, perhaps, of interest only to geeks
and IP lawyers. Their importance pales in comparison to problems such as
overly aggressive prosecution of whistleblowers,'®* surveillance of ordinary
citizens,'®” and the abuse of the state secrets doctrine to shield unlawful
behavior by the government.'® Yet, this approach is helpful for at least two
reasons. First, as events in Egypt, Iran, and Libya demonstrate, freedom of
communication is of considerable importance, to states in turmoil and to those
with democratic governments alike.'®” Second, even if IP and Internet issues are
peripheral, they constitute a potent measure of transparency for precisely that
reason. A president can summon profound arguments for limiting access to
deliberations about military conflicts, to classified information, and to analysis
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of eavesdropping by intelligence services. Whatever importance one attaches to
transparency, countervailing values carry significant weight for such topics.

In contrast, contending that national security requires keeping negotiations
about counterfeiting secret — about cracking down on purveyors of fake Coach
handbags — is laughable at best, and dishonest at worst. It is chutzpah. Intellec-
tual property and Internet policymaking are leading indicators of an administra-
tion’s implementation of its purported commitments to openness. For
transparency, then, the Obama administration has plunged the country into a
bear market.



